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Introduction:
This training program provides participants with the knowledge and skills necessary to evaluate security measures

effectively. Through it, participants are equipped to identify vulnerabilities, analyze risks, and recommend
appropriate security solutions.

Program Objectives:
At the end of this program, participants will be to:
* Examine various business sectors and locations.
¢ Investigate, minimize, and eliminate risks effectively.
¢ Utilize security personnel and electronic defense efficiently.

e Engage in activities that promote the application of knowledge.

Targeted Audience:
e Security Supervisors.
e Security Agency Manager.
e Security Operations Manager.
¢ Chief Security Officer.

e Security Executives.

Program Ouitline:

Unit 1:

Security Risk Management Framework:

e Introduction.

Developing the Operational Requirement.
System Design and Development.

How to Conduct Site Security Surveys.
Security Risk Analysis.

Introduction to Security Surveying and Design.
Effective Documentation.
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Unit 2:

Access Control and Physical Monitoring:
¢ Physical Security Asset Acquisition.
e Operation and Maintenance of Physical Security Resources.
e Security Risk Management.

e Perimeter Security.

Buildings Security.

¢ Access Management.

Unit 3:
Overview of Security Planning:
* Contractor Selection.
e Preparing a Successful Tender Package.
e Security Policies and Procedures.
* Defining Proposed Resource Outcomes and Cost-Effectiveness.
¢ Considering Life-Cycle, Warranty and Preventive Maintenance.

e Managing a Security Project.

Unit 4:
Addressing Issues Faced by Security:
¢ Crime and Loss Prevention.
e Introduction to Investigations.
¢ Protection against Explosive Devices.
e Manpower Management and Managing Guarding Operations.
¢ Protection of Sensitive Information.
¢ Understanding Primary Threats to Physical Security.

¢ Conducting Risk RA and Vulnerability SVA Assessments.
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Unit 5:

Security Compliance and Project Management:
¢ Finding the Balance between Public Facilitation and Security Measures.
e Security Management Systems SeMS.
¢ Performance and Compliance.

e Determining Resource Support and Project Management.

Physical Security / Information Technology Integration.

* Maintenance Regime Implementation.
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